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Abstract

Learning-based malware detection for Android is sensitive to multi-
ple forms of distribution drift. Temporal drift includes (i) the emer-
gence of new families and (ii) variant-level evolution within existing
families, while spatial drift manifests as (iii) population-level shifts
in the overall app distribution. Although recent work applies active
learning to mitigate the resulting performance degradation, it com-
monly relies on margin-based sampling, which prioritizes samples
near the decision boundary and lacks theoretical grounding for
improving adaptation to test distribution.

We propose ALPHA, a drift-aware active learning framework
guided by PAC-Bayes theory, to mitigate this limitation. The PAC-
Bayes bound decomposition expresses test-domain error as the
combination of the empirical training error and three discrepancy
terms capturing, respectively, out-of-support mass, boundary insta-
bility, and distributional density mismatch. These components align
closely with the three drift types of Android malware, allowing us
to derive active learning strategies that are theoretically motivated
by the decomposition. Using this perspective, we first examine two
commonly used Android malware benchmarks and show that they
exhibit substantially different degrees of distribution drift. Evaluat-
ing ALPHA we show that it improves the classification F1-score by
15.4 — 22.8% over uncertainty-based sampling strategies. Further,
ALPHA achieves greater gains on the high-drift benchmark, and
we validate this relationship through statistical analysis. Finally,
through targeted case studies, we provide empirical evidence that
connects the PAC-Bayes decomposition to the three forms of drift
observed in the evaluated Android malware datasets.
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1 Introduction

Android malware detection has increasingly relied on machine
learning techniques to cope with the scale and diversity of modern
mobile threats [6, 27, 46]. By learning patterns from large collections
of static [1, 6] or dynamic features [37, 41], detectors have achieved
promising accuracy under controlled settings. However, Android
malware evolves continuously, and detectors deployed in practice
face distributions with substantial drift from training data [31].

Prior studies have shown that this drift arises in several distinct
forms [10]. First, unseen-family temporal drift arises when new
Android capabilities create fresh attack surfaces and spawn mal-
ware families with novel abuse logic. For example, the adoption
of mobile payment and cryptocurrency apps has coincided with
Android banking trojans like Anubis, leveraging overlay attacks
and accessibility abuse [30]. Second, even within seen families,
repackaging and obfuscation can induce drift by producing vari-
ants that increasingly resemble benign apps or obscure their mali-
cious payloads, pushing them toward the decision boundary and
causing unstable classification. For example, AnserverBot samples
were observed to repackage different benign applications, such as
paid apps com. camelgames.mxmotor, while embedding their ma-
licious payloads behind benign-looking package names such as
com.sec.android.provider.drm [49]. Finally, at the population
level, spatial drift arises from highly imbalanced and changing
malware family dominance in the Android ecosystem. Large-scale
analysis of more than 1.28 million samples shows that some fami-
lies dominate only during specific periods before declining, such
as PIRATES in mid-2013 and large adware families like AIRPUSH
and KUGUO peaking in particular years rather than remaining
consistently dominant over time [38].
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Recent work attempts to reduce the impact of drift through
representation learning, training encoders on Drebin-style raw
features [6] or graph-based analyses to obtain more robust feature
spaces [9, 17, 47, 48]. These representations can reduce the impact
of superficial edits, but once the underlying distribution begins to
drift, the learned representation itself becomes outdated and thus
unable to support reliable malware detection in the long run.

Active learning (AL) provides a more direct mechanism for adapt-
ing detectors to the distribution drift, and is orthogonal to repre-
sentation learning methods [9, 12, 32]. Generally, in practical de-
ployments, detectors periodically request labels for a small number
of newly observed apps and update both the encoder and classifier
accordingly. This creates a natural opportunity to select the most
informative samples for labeling, highlighting the importance of a
principled sampling strategy. However, most AL sampling methods
used in Android malware rely on heuristics, primarily margin-based
scores [7, 9, 12, 22] or out-of-distribution (OOD) detectors [18, 45].
Margin-based scores mainly identify samples that lie near the cur-
rent decision boundary, while OOD detectors flag apps that appear
unusual with respect to their position in the feature space. Although
these may succeed in limited settings, they do not distinguish be-
tween different underlying causes of drift. This limits their ability
to ensure that labels are allocated to the test apps affected by drift
in a way that best reduces the test-domain error.

This gap motivates the need for a principled basis for drift-aware
sample selection. We draw on the PAC-Bayes family of general-
ization bounds [13, 14, 26], which provide theoretical guarantees
to relate a model’s performance on the training distribution to its
expected performance on unseen test data. When extended to set-
tings with distribution shift, the resulting bound decomposes the
difference between the expected test error, which measures the
classifier’s misclassification rate on unseen apps, and the training
error, which measures the misclassification rate on the labeled train-
ing set, into three components [14]. For clarity, Fig. 1 provides a
schematic illustration of this decomposition, where Fig. 1a shows
the assumed training (red) and test (blue) distributions.

The three components are: (i) an out-of-support (OOS) term, mea-
suring the fraction of test apps with feature patterns outside the
region of feature space occupied by training data (Fig. 1b). (ii) a
disagreement term, reflecting how unstable the classifier’s predic-
tions are on the unlabeled test set. Samples with high disagreement
typically lie near the decision boundary (Fig. 1c). And (iii) a diver-
gence term, measuring how differently the train and test data are
distributed across the shared feature space (Fig. 1d). These terms
provide a structured view of the decomposition of the test-domain
error. As the decomposition is defined on the joint feature-label
distribution, it implicitly covers various forms of shift studied in
machine learning theory (e.g., covariance shift, label shift, and con-
cept drift). This generality makes the framework robust to diverse
drift phenomena, rather than tailored to a specific shift pattern.

Interestingly, the decomposition aligns remarkably well with the
three drift patterns observed in Android malware. The OOS term
captures the effect of unseen families; the disagreement term re-
flects within-family changes that push variants toward the decision
boundary; and the divergence term captures population-level shifts
driven by non-stationary and imbalanced malware families. This
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conceptual alignment provides a compelling theoretical basis for
drift-aware adaptation strategies in Android malware.

However, applying PAC-Bayes theory to real-world Android
malware raises two fundamental challenges. First, in practice, the
PAC-Bayes bound is often treated as a training loss and optimized
to reduce the upper bound on the test-domain error, yet the three
forms of drift in Android occur at different scales. As a result, col-
lapsing them into a single loss mixes incompatible signals and
prevents any form of drift from being handled effectively. Second,
the decomposed PAC-Bayes terms are defined at the distribution
level, whereas AL generally operate at the sample level. This mis-
match in granularity requires us to convert distribution-level terms
into sample-level criteria only when theoretically sound, and in-
corporate the remaining distribution-level adjustments into the AL
update when no meaningful per-sample interpretation exists, so
that the effectiveness of the bound is preserved.

These challenges motivate ALPHA (Active Learning with PAC-
Bayesian THeory on Android), which addresses both issues through
a hierarchical, coarse-to-fine structure that mirrors the decom-
position. Our framework instantiates the PAC-Bayes terms into
three stages aligned with the AL loop. First, we operationalize the
OOS term using a theory-derived density threshold to identify an
OOS region in the test distribution, rather than ranking individ-
ual samples, thus preserving the distribution-level view. Second,
we instantiate the disagreement term with a closed-form surro-
gate that provides a principled disagreement score, without re-
quiring multiple separately trained models as in conformal-based
approaches [7, 19]. Third, we instantiate the divergence term via
nearest-neighbor reweighting [24] to account for long-term imbal-
ances in malware family prevalence. Arranged in a coarse-to-fine
order, these stages translate PAC-Bayes decomposition into an AL-
compatible procedure while preserving sample-level actionable
signals and distribution-level effectiveness. In particular, we make
the following contributions:

e We propose ALPHA, a drift-aware AL framework that opera-
tionalizes the PAC-Bayes decomposition for Android malware
detection. By aligning each theoretical term with a concrete form
of drift, ALPHA provides a principled, interpretable basis for
AL, bridging the gap between PAC-Bayes theory and practical
Android malware adaptation for the first time.

e Building on the discrepancy terms, we derive two drift indica-
tors to reassess widely used Android malware benchmarks. Our
analysis reveals that APIGraph, one of the most widely adopted
datasets, exhibits minimal drift, which limits its ability to assess
the effectiveness of drift-adaptation methods.

e We conduct extensive experiments comparing ALPHA with clas-
sical AL-based Android malware detection. The results show that
ALPHA yields consistent improvements in F1 and FNR under
substantial drift and limited budgets. Notably, ALPHA reduces
FNR by 20% and improves F1 by 21% over uncertainty sampling
in Drebin feature space under the smallest budget. It also reduces
runtime costs by 25%-50% compared to SOTA strategy HCC [9].
Case studies further validate the correspondence between de-
composed terms and Android drift forms.

Our code and dataset are publicly available!.

Repository: https://github.com/Imu-plai/ALPHA git
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Figure 1: Drift-aware PAC-Bayes Decomposition.

2 Background: PAC-Bayes Bound Theory

Adapting Android malware detectors in the presence of distribution
shift is challenging due to the diverse forms of drift and their inter-
actions. Existing heuristics-based sampling strategies can improve
performance locally, but they do not explain why certain samples
are chosen for labeling or how they relate to specific types of drift.
Without this understanding, labeling effort may be misallocated,
leaving the most critical drifted test samples unaddressed.

PAC-Bayes theory [26] provides a principled framework to bridge
this gap. It bounds a model’s expected error on unseen distributions
by explicitly relating it to the empirical training error and a measure
of distribution shifts. By decomposing the expected test error into
interpretable components, this theory provides a formal basis for
guiding active learning (AL) sampling.

2.1 Classical PAC-Bayes Generalization Bound

We first review PAC-Bayes bounds without drift. Let D be the
unknown distribution over feature-label space, where the training
Strain = {(x5, i)}, and the test set Siest = {(x;, y;) }12, are drawn.
PAC-Bayes theory bounds the inaccessible true error of classifier
fiw with loss function ¢, defined as L(w) = E(x,)~p [£(y, fiv(x))].
While test error is an unbiased proxy for L(w), it lacks formal
guarantees. PAC-Bayes theory bounds L(w) with empirical error
L(w) = % 2 (x,y) €Strain L(Y> fw(x)), where w follows the posterior Q.
McAllester et al. [26] prove that with probability at least 1 — §:

KL(Q[[P) +1n(1/6)
n

Evw-o[L(w)] < Ev-o[L(w)] + \/ 1
where P is the prior distribution over model parameters before
seeing any data, and Q is the posterior distribution after training.
Eq. 1 shows that the train-test gap is small when the posterior stays
close to the prior (measured by the KL divergence) and the size of
Strain is large. This provides a formal and interpretable measure of
generalization that can be extended to settings with distribution
shift, motivating our drift-aware malware detection framework.

2.2 PAC-Bayes Bounds Under Distribution Shift

With distinct training and test distributions (Diain # Dhest), the
adapted PAC-Bayes bound [14] shows with probability at least 1—6:

EW~Q [L(W)] < 2'7005 +dQ (Stest) +2ﬁ(Dtest ”Dtrain) €Q (Strain) +Rps,
)

where the 7,0s-term captures the percentage of the test distribution
outside the feature-label region covered by the training set:

Noos = Pr [(X, y) ¢ Supp(Dtrain)]; (3)

(2,Y)~Drest

and the disagreement term dg (Stest) measures how often two clas-
sifiers sampled from Q predict differently on the same test sample:

dQ(Stest) :Ew,w’~Q [; Z t (fw(x)’fw’(x)):| 5 (4)

X EStest
the divergence measure f(Diest || Dirain) characterizes the distance
between the train and test domains by taking the expected ratio of
the test density prest (x, y) to the train density pirain (%, y); €0 (Strain)
measures the joint misclassification rate of two classifiers sampled
from Q over training set. They are defined respectively as:

(M)z
Ptrain (%, Y)

B(Drest|| Dirain) = J (E(x,y)~Duam ) > (5)

DY

(x,Y) €Strain

€Q (Strain) = Ew,w’ ~Q

t(fw(x),y) - £(fuw (), y)} . (6

the final term Rpg is the PAC-Bayes regularizor similar to the last
term in Eq. 1, ensuring the posterior Q stays close to the prior P.
Although not previously used for Android malware detection,
these components can quantify how detectors trained on past mal-
ware may perform on emerging samples. The three terms in Eq. 3-5
align with the three phenomena arising under drift: test apps with
behaviours unseen in historical datasets, instability in model pre-
dictions on unfamiliar variants, and shifts in feature distributions
caused by imbalanced malware family prevalence over time.

2.3 Challenge and Motivation

Applying the PAC-Bayes bound decomposition to AL for Android
malware detection introduces two practical challenges.

C1: In theoretical work, PAC-Bayes bounds are typically used as
loss functions optimized during training [13, 14]. However, such
losses are only effective when the different components are properly
balanced. The divergence B(Drest||Dirain) is inherently a constant
because both Diyain and Dy are fixed. Thus, using Eq. 2 as a loss
objective with the divergence as a scaling factor requires that all
decomposed terms in the loss be of comparable scale. Although
the terms dg (Sest) and +/eg (Sirain) naturally take values in [0, 1],
B(Dhest|| Dirain) can in principle be arbitrarily large or small (ap-
proaching 0 or oo). This imbalance can bias the objective toward
one term. Therefore, careful hyperparameter tuning is needed to
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achieve a reasonable scale in these losses. However, such tuning
may compromise the theoretical guarantee of the bound due to its
empirical nature. To avoid this, we adopt an alternative approach:
instead of treating the PAC-Bayes bound as a global loss, we mini-
mize its components hierarchically, in a multi-stage procedure.
C2: The decomposition is defined at the joint distribution level (see
Eq. 3-5), while AL requires sample-level scores. Meanwhile, only the
disagreement term dg (Siest) admits stable sample-level surrogates.
The other quantities, oos and S(Diest|| Dirain), do not decompose
into meaningful per-sample contributions, but inherently require
distribution-level adjustments. Applying the decomposition in AL
thus demands a hybrid design: sample-level criteria when feasible
and distribution-level updates when not.

These challenges guide the design of our drift-aware AL frame-
work, which is developed in detail in the following sections.

3 ALPHA

3.1 Overview

As shown in Fig. 2, in the standard active learning (AL) workflow,
the detector repeatedly encodes newly observed apps, selects a
predefined budget to label, and updates the encoder and classifier
with labeled samples. Our framework focuses on the sampling stage
and can be applied to different feature spaces, although the decom-
position details require calibration for different representations.

Guided by the decomposition of drift-based PAC-Bayes theory
(Eq. 2-6), we design three signals in ALPHA, each corresponding to
a form of drift commonly observed in Android malware. We pro-
cess these signals in a coarse-to-fine structure so that larger forms
of drift are corrected before finer adaptations. First, we identify
hard drift related to unseen families (Fig. 2, red). We approximate
the training density function by fitting a kernel density estimator
(KDE) on training embeddings. A theory-guided threshold then
flags test samples in low-density regions, circumventing empirical
p-value tuning. We cluster the OOS candidates and request labels
only for centroids to update the encoder and classifier. Next, we
address within-family drift by labeling samples with unstable pre-
dictions (blue). We use a theory-derived closed-form surrogate to
estimate test-time disagreement from classifier output probabili-
ties, and query labels for high-disagreement samples to update the
encoder. Finally, we address imbalanced malware families through
nearest-neighbor reweighting in the representation space, adjust-
ing training sample weights to better match the test distribution
(orange). The classifier is retrained using these weights.

Under a fixed labeling budget, the two sampling stages share
annotations, and we tune their ratio on a small validation set to
balance hard drift against within-family evolution.

3.2 Unseen-Family Sample Selection

New Android malware families often arise when attackers introduce
or substantially rework core malicious capabilities, yielding distinct
behavior patterns (e.g., C&C and privilege abuse) [10]. Detecting
new-family samples early is significant as downstream adaptation
cannot reliably correct errors on families the model has never seen.
Fig. 1b shows that such samples generally lie outside the region of
historical apps, aligning with the 7,0s-term in the drift-aware PAC-
Bayes bound, which reflects the percentage of the test distribution
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that falls outside the region of the training distribution. To adapt this
insight in AL, we introduce a sample-level criterion that estimates
whether an individual test app is likely to lie outside the train
domain while preserving the distribution-level effectiveness of the
Noos-term by a novel thresholding strategy.

Many learning-based approaches for Android malware analysis
rely on learned representations [9, 16, 28, 48] whose dimensionality,
while moderate for representation learning, is already prohibitively
high for reliable density estimation, even with commonly used
embedding sizes such as 128 dimensions. This limitation is funda-
mental rather than algorithmic. Due to the curse of dimensionality,
the sample complexity of nonparametric density estimation grows
exponentially with the data dimension [34], rendering direct density
estimation statistically unstable even at moderate dimensions (e.g.,
dimension d > 20). Moreover, because test samples are unlabeled,
we cannot perform density estimation on the joint distribution
and must instead operate on the feature marginals. Considering all
the factors above, we use principle component analysis (PCA) to
project the feature embeddings of both training and test apps into a
lower-dimensional space, which still preserves structural patterns
while reducing the sparsity of the original representation.

On this reduced space of dimension d, we fit a kernel density
estimation (KDE) #X . (-) with the training set. Then a target app
is flagged as out-of-support if its estimated density falls below a
threshold. Prior approaches [3] often compute p-values from the
sample-level density estimates, rank the test points accordingly, and
label those with the smallest p-values as out-of-support. However,
this sample-ranking procedure does not preserve the distribution-
level notion of 74,5 and it offers no guarantee that with the same
labeling budget, this term will decrease in the most effective fashion.

To address this, we derive a theoretically grounded threshold
by upper-bounding the estimation error of the KDE. First, we
consider the supremum deviation between the KDE and the true
marginal density function of the training distribution pffam as:
A = SUP cqupp( DX, ﬁffain(x) - pffain (x)l. We then derive a prob-
abilistic upper bound on the sup-deviation A (see Lemma A.1 in
Appendix A): with probability greater than 1-8, we have that A < 7.
Hence, we set the threshold as 7 and flag any test app x with
ﬁffam (x) < t as out-of-support. The strategy of adaptive threshold
selection provably bounds the error of the calculated out-of-support
ratio, as detailed in Theorem A.2.

The intuition of the choice of threshold is as follows: any test
sample x that we did not reject will have an estimated density
pX .. (x) > 7. As the KDE can overestimate the true density by

at most A, the true density of this point must satisfy pj; (x) >
ﬁt)r(ain(x) -A 2 ﬁt)iain(x) -720

In this way, any app with p . (x) > r has non-negative den-
sity under the training distribution and therefore is not treated
as an OOS sample. Test apps outside this region are thus natural
candidates for belonging to unseen malware families.

Finally, we cluster all flagged apps with KMeans++ and request
labels only for the cluster centroids, shown as the red striped cross
markers inside the green region in Fig. 1b. This preserves the goal of
reducing the out-of-support mass through labeling while keeping
the labeling cost low, and the selected representatives summarize
the principal new behaviors introduced by unseen families.
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Figure 2: Overview of ALPHA. The dashed box shows the baseline Android malware detection pipeline. The active learning
update is organized into three sequential stages. Steps 1-5 (red) operate in the feature space to select samples from previously
unseen malware families, which are used to retrain both the encoder and the classifier. Steps 6-8 (blue) focus on variant
instability by selecting samples with unstable classifier predictions, and use them to further refine the encoder. Steps 9-10
(orange) address imbalanced malware families via reweighting in the learned feature space, followed by retraining the classifier
with a weighted loss. A budget-ratio adapter dynamically allocates the labeling budget between the first two stages.

3.3 Variant-Instability Sample Selection

Prior work shows that malware variants created via repackaging
and obfuscation can shift observable features toward benign apps,
leading to unstable classifier behavior [35]. This drift is well recog-
nized in Android malware detection, where margin-based criteria
(e.g., uncertainty or loss) are widely used in AL or sample rejec-
tion [7, 9, 17], and invariant representation learning is adopted to re-
tain stable family-level features while discarding fake changes [48].

This "within-family drift" is also caught by the disagreement term
(Eq. 4) in the decomposition. While margin-based criterion usually
tracks the confidence of a single classifier, the disagreement term
measures how often classifiers drawn from a posterior distribution
disagree on a test sample. This ensemble style focuses directly on
variants that induce unstable decisions under model perturbations,
rather than on raw scores from a single model.

A related line of work [7, 19] uses conformal prediction to obtain
calibrated p-values for drift detection. However, these methods
require training multiple classifiers or repeatedly perturbing the
model to approximate a nonconformity distribution, which is com-
putationally expensive in AL settings. In contrast, we avoid explicit
ensembles by leveraging the closed-form surrogate of the PAC-
Bayes disagreement term proposed in [14]. For a test app x, let
g(x) = Pry.o(sign(w-x) = 1) denote the probability that a
classifier drawn from the posterior Q predicts the malware label.
The probability that two independent classifiers sampled from Q
disagree on x is then dp(x) = 2q(x)(1 - q(x)).

Under the Gaussian posterior assumption, the prediction proba-
bility g(x) can be computed directly from the closed-form distribu-
tion of w - x, without training or storing an explicit ensemble. This
assumption is reasonable for Android malware classifiers trained
with I,-regularized objectives, whose PAC-Bayes posterior concen-
trates around learned weights in approximately Gaussian form.

In practice, we directly use dp(x) as a per-sample score. Apps
with larger dg (x) lie closer to the decision boundary under posterior
perturbations and are thus prioritized for labeling, as the samples
in the shaded green region in Fig. 1c.

3.4 Imbalanced-Family Reweighting

Spatial drift in Android malware is commonly described as changes
in the malware-benign ratio [31], but the malware population itself
is highly long-tailed and non-stationary across families [38]. Such
shifts in family prevalence change the effective training distribution,
even when the malware—benign ratio remains stable. Thus, we focus
on this finer-grained, family-level form of spatial drift.

This family-level spatial drift can persist even after the first
two stages, where newly labeled samples are added to the training
set. The resulting family composition may still differ from the test
distribution, biasing the classifier toward dominant families. Theo-
retically, this residual mismatch reflects local density differences
captured by the divergence term in the PAC-Bayes bound.

We provide a sample-level view to understand the divergence
term. For each test app x; € Stest, we identify its k-nearest neighbors
among both training and test sets. Let n; and m; be the number
of its train and test neighbors (m; + n; = k). The ratio ,':1—‘1 directly
shows whether the area around x; contains fewer training apps than
test apps. A small ratio indicates that this region is now populated
predominantly by test samples, signaling a local density increase
in the test distribution and hence a shift in feature prevalence.

Although r':l—’l provides a local view of density mismatch, it does
not identify which target samples should be relabeled. Relabeling
a few points with low ratios does not correct the mismatch. Ad-
dressing this form of drift therefore requires adjusting the train
distribution globally rather than selecting specific samples.
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Therefore, we leverage the idea of Nearest-Neighbor Reweight-
ing (NNW) [24]. Similarly, NNW assigns each train app a weight
proportional to how often it appears in the k-nearest-neighbor sets
of test apps. Training apps close to dense test regions therefore re-
ceive larger weights, while points lying in outdated regions receive
smaller ones, as shown in Fig. 1d where larger sizes mean larger
weights. This shifts the effective training distribution towards the
test distribution. During the subsequent classifier update in the AL
pipeline, these weights are incorporated directly into retraining.

By amplifying the influence of underrepresented families and
down-weighting obsolete regions, NNW mitigates spatial drift and
stabilizes model updates under evolving malware distributions. This
effect is strengthened when unseen families and unstable variants
are removed, as these samples would otherwise disrupt the density
estimates used for reweighting. Their removal allows reweighting
to target residual family-level imbalance more accurately.

4 Evaluation

This section provides a comprehensive evaluation of ALPHA. Sec-
tion 4.1 outlines our methodology, including datasets, evaluation
metrics, baselines, and active learning (AL) setup. Based on this
framework, we investigate the following four research questions:
RQ1. Are existing Android malware benchmarks suitable for eval-
uating drift-aware detection methods? (Section 4.2)
RQ2. How well does ALPHA perform under distribution drift com-
pared to competing strategies? (Section 4.3)
RQ3. What is the computational overhead of ALPHA compared to
competing strategies? (Section 4.4)
RQ4. What is the contribution of each component in ALPHA? And
how sensitive is ALPHA to hyperparameters? (Section 4.5)
Finally, Section 4.6 presents case studies that verify how each
stage of ALPHA reflects its intended drift-removal intuition.

4.1 Methodology

4.1.1 Dataset. We use two publicly available Android malware
datasets used in prior work [9], APIGraph [47] and an AndroZoo-
based dataset [4]. Both datasets include malware family labels and
follow a monthly temporal split. APIGraph spans 2012-2018, while
AndroZoo covers 2019-2021.

4.1.2  Evaluation Metrics. In our setting, malware samples are treated
as the positive class and benign samples as the negative class. We
evaluate detection performance using False Negative Rate (FNR),
False Positive Rate (FPR), and F1 score. FNR measures missed mal-
ware, while FPR reflects false alarms on benign apps. We addition-
ally report F1 to summarize performance under class imbalance.

4.1.3 Competitors. AL for malware detection typically involves
three elements: input features, a binary-classifier, and a query strat-
egy for sample selection and model update. Our method focuses on
the query strategy and is compatible with different feature repre-
sentations and classifiers.

Input Features. We consider two feature settings: (i) Drebin fea-
tures [6], where apps are represented as high-dimensional sparse
binary vectors, which we further reduce to 500 dimensions with
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truncated SVD; and (ii) HCC embeddings [9], learned via a hier-
archical contrastive framework that encourages clustering within
malware families and separation between malware and benign apps.
Query Strategy. We compare three strategies: (i) Hierarchical-
Contrastive-Loss Sampling (Pseudo Loss), proposed together with
HCC [9], uses the hierarchical contrastive loss as a pseudo loss
to select samples that are most inconsistent with the embedding
structure. (ii) Uncertainty Sampling (UNC), selects samples whose
predicted class probability is closest to 0.5, i.e., unc(x) = 1 —
[Pr(y = 1| x) — 0.5|, so higher values indicate more uncertain pre-
dictions. (iii) ALPHA, our hierarchical coarse-to-fine update strat-
egy, is inspired by PAC-Bayes and applies three stages to address
unseen families, within-family drift, and family imbalance.

HCC [9] evaluates multiple baseline strategies (e.g., CADE [45],

Transcendent [7]) and identifies uncertainty sampling as the strongest
baseline aside from HCC pseudo loss. We thus include uncertainty
sampling and omit other alternatives.
Classifier. For ALPHA and UNC, we use a linear SVM classifier,
as prior studies have shown that it often outperforms alternatives
such as MLP and GBDT in malware detection [9, 17]. For Pseudo
Loss, we use its jointly trained classifier.

4.1.4  Evaluation Protocol. Following [9], we adopt a temporal split
for both datasets in 4.1.1: the first year for training, the first half of
the second year for validation, and the remaining data for testing.
An initial classifier is trained on the training set. The validation
period is used to tune the budget allocation between the first two
stages by varying the ratio of the first stage in [0, 1] with a step size
of 0.2, while fixing the total budget to 50, 100, 200, or 400. Other
hyperparameters (KDE bandwidth, PCA dimension, and neighbor-
hood size) are detailed in Appendix B. During testing, we follow a
sequential time-window protocol with a window size of 1 (monthly)
or 12 (yearly). For each window, we evaluate the current detector,
select the fixed budget of samples for labeling, and retrain both
the encoder and classifier. The updated encoder and classifier are
then evaluated on the next window. This setup helps to quantify
performance degradation under non-stationary drift scenarios.

4.2 RQ1: Evaluation of the Benchmarks

Many studies on drift in Android malware detection [2, 5, 9, 18]
rely on the same well-known Android benchmark datasets. These
datasets were not designed to capture distribution drift, and some
of the steps used to build them can even reduce changes that create
real drift. This raises a significant question: Can we develop a
general evaluation procedure to quantify distribution shift in
existing malware benchmarks, and further to assess whether
they are appropriate for studying drift-aware methods?
This question motivates a two-part analysis. Section 4.2.1 pro-
poses two metrics to quantify drift magnitude, using the baseline
detector’s performance degradation as a reference, applicable across
datasets. Section 4.2.2 examines how the relative performance of
ALPHA and competing methods against baseline varies with drift.

4.2.1 Correlation between drift metrics and baseline performance.
To quantify drift within a benchmark, 7,05 (Eq. 3) and S(Drest|| Dirain)
(Eq. 5) present themselves as natural candidates. These two terms
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Figure 3: Baseline performance vs. drift metrics across Drebin
(top) and HCC (bottom). (Left) Support-level drift corre-
lates with reduced median F1 scores and increased variance.
(Right) Density-level drift reveals benchmark separation:
low-drift APIGraph (orange) remains stable, while high-drift
AndroZoo (green) shows great degradation and variance.

inherently capture different aspects of distribution shift: 7,,s mea-
sures the mismatch in support between the train and test sets, while
B quantifies the divergence in the density functions across the two
domains. Unlike the signals used for selection, now we focus on
distribution-level quantities rather than individual samples. Since
this is a post-hoc evaluation, we have access to the labels of both
train and test sets in the benchmark, allowing us to go beyond mar-
ginal distributions in estimating both terms. Therefore, we propose
two complementary metrics to measure the degree of the shift:

o Support-level drift. This metric is computed similarly to Sec-
tion 3.2, but with the KDE approximated over the labeled training
set, and the threshold computed with labeled test samples.

e Density-level drift. Unlike the relative density term f, where
values close to 1 indicate strong alignment, our metric is the
Pearson-y? divergence [39] between the joint feature-label dis-
tributions of the training and test sets, where larger values cor-
respond to greater drift. This formulation is more interpretable
and still captures the gradual shift in the joint density over time.

To evaluate whether these two drift metrics meaningfully reflect
the distribution shift, we examine their correlation with the perfor-
mance of a baseline detector. To obtain sufficient points to analyse,
each benchmark is divided into 12 consecutive two-month chunks.
For each train-test pair (i, j) where j > i, we compute the two
metrics using labeled samples. The baseline detector is trained on
chunk i and evaluated on chunk j. The resulting F1-score serves as a
reference for joint distribution shift, since it reflects how the feature-
label distribution shifts compromise the fixed decision boundary.

Fig. 3 plots drift magnitude (x-axis) versus baseline F1 score (y-
axis) for all train-test pairs, organized by feature space (top: Drebin,
bottom: HCC) and metric (left: support-level, right: density-level).
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To reveal the overall correlation, we aggregate points into equal drift
intervals and visualize the F1 distribution via box plots (showing
the middle 50% of scores). A dashed line connects the medians
across intervals, tracking the performance as drift increases. We
summarize the key observations from Fig. 3 as follows:

Two benchmarks show noticeably different drift patterns.
Across feature spaces, APIGraph (orange) consistently clusters
within low-drift intervals (typically in [0, 0.3]) for both drift metrics.
In contrast, AndroZoo (green) spans a much wider range across
the x-axis, exhibiting significantly higher drifts at both the support
and density levels. Quantitatively, the average drift on AndroZoo
is approximately 2.4X that of APIGraph regarding both metrics.

Drift metrics correlate with performance degradation and
increased instability. As drift increases, we observe a decline in
model reliability,most notable at the separation between two bench-
marks. The median F1 score declines steeply as the drift magnitude
shifts from the APIGraph to the AndroZoo cluster, accompanied by
a sharp expansion in variance. The metric not only tracks perfor-
mance decay, but identifies the critical transition where the baseline
enters a high-drift regime characterized by unstable results.

To quantify this relationship, we report the Spearman correlation
(p) between each drift metric and the baseline detector’s perfor-
mance, which captures monotonic trends and is robust to outliers.
We observe consistently strong negative correlations across both
feature spaces: for support-level drift, p = —0.52 (Drebin) and —0.62
(HCC); for density-level drift, p = —0.58 (Drebin) and —0.53 (HCC).
All correlations are statistically significant (p < 0.001), indicating
that both metrics reliably reflect drift magnitude.

Overall, these metrics can quantify drift and distinguish between
stable (e.g., APIGraph) and high-drift datasets (e.g., AndroZoo), the
latter of which is more informative to evaluate drift-aware methods.

4.2.2  Impact of distribution shift on the relative improvement of AL-
PHA. Having established that the proposed drift metrics can reflect
the magnitude of distribution shifts, we continue to study whether
ALPHA also improves more from the baseline on benchmarks with
larger drift, compared to its competing strategies.

Therefore, we extend the previous implementation by incor-
porating the AL pipeline. We train a baseline classifier on each
training chunk i, and perform AL on all the subsequent test chunks
Jj =i+ 1,...,12, using three strategies: Pseudo Loss, UNC, and
ALPHA. We then measure the performance gain of each method
relative to the baseline. Consistent with previous analysis, we com-
pute both drift metrics and the baseline F1 score for every pair.

The relationship between drift magnitude and model improve-
ment is detailed in Fig. 4, where the x-axis shows the drift values
and the y-axis shows the AF1, defined as the absolute difference
between each method and the baseline. In both feature spaces, we
observe a clear positive correlation between drift magnitude and
performance gain (Fig. 4). This trend is most evident in the high-
drift AndroZoo dataset (green), where performance improvements
increase with drift, while the low-drift APIGraph dataset (orange)
shows limited variance and minimal gains across all methods. In
the Drebin feature space (Fig. 4a), both ALPHA and UNC outper-
form the baseline (AF1 > 0) as drift increases; however, ALPHA
consistently achieves larger gains, while UNC fluctuates around the
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Figure 4: Performance gain (AF1) of different strategies vs.

0.6 09
Density-Level Drift Density-Level Drift

(b) Performance vs. Drift on HCC Features
drift. (Left Column) ALPHA (%) vs. UNC (e) on Drebin; (Middle

Column) ALPHA (x) vs. UNC (e) on HCC; (Right Column) ALPHA (X) vs. Pseudo Loss (¢) on HCC. Rows plot against support-
level (top) and density-level (bottom) drift. AndroZoo (green) exhibits significantly higher drift than APIGraph (orange).

Model AndroZoo APIGraph APIGraph-year
Budget Avg. Metrics (%) Avg. Metrics (%) Avg. Metrics (%)

Feature Criterion FNR FPR F1 FNR FPR F1 FNR FPR F1
Drebin UNC 58.98+£0.00 0.37+£0.00 53.55+0.00 | 16.65+0.00 0.55+0.00 88.19+0.00 | 35.66+£0.00 0.59+0.00 75.63+0.00
Drebin ALPHA 46.78 £3.25 0.75+0.07 64.58 £2.96 | 17.04 £0.31 0.76 +£0.05 87.06 £0.29 | 31.52+0.68 1.13+0.15 76.11+0.33
50 HCC UNC 41.09+3.01 0.53+0.04 68.39+2.48 | 16.39+0.77 0.51+0.05 88.51+0.56 | 40.18 +2.05 1.10+0.10 70.03 +1.35
HCC ALPHA 38.51+6.12 0.58+£0.09 69.98+5.01 | 16.64+0.98 0.52+0.11 88.34+0.61 | 36.42+3.32 1.25+0.3¢4 72.10+2.87
HCC Pseudo Loss | 40.41+0.11  0.60 £ 0.00 68.95+0.08 | 16.59 +0.85 0.52+0.09 88.39+0.70 | 35.59 £2.63 1.21+0.08 72.86 + 1.68
Drebin UNC 54.89+£0.00 0.52+0.00 56.43+0.00 | 15.16+0.00 0.61+0.00 88.83+0.00 | 31.00+0.00 0.71+0.00 78.19 +0.00
Drebin ALPHA 40.05+0.76  0.65+0.04 69.34+£0.57 | 15.05+0.16 0.68+0.03 88.64+0.11 | 31.12+0.00 0.66 +£0.00 78.38 +0.00
100 HCC UNC 38.84+4.51 0.52+0.03 70.70 £3.82 | 14.20 +0.46 0.46 £0.04 90.06 +£0.45 | 34.87 +3.68 1.18£0.20 73.51+3.05
HCC ALPHA 3559 +7.68 0.50+0.12 72.64+6.16 | 14.85+1.51 0.44+0.04 89.74+0.89 | 30.96 +2.34 1.16+0.14 76.42+1.36
HCC Pseudo Loss | 36.60 +0.14 0.54+0.00 72.34+0.09 | 14.37 +1.64 0.40+0.03 90.21+0.94 | 33.13+1.56 1.11+0.19 75.13 +1.45
Drebin UNC 53.46 £0.00 0.54+0.00 57.64+0.00 | 15.72+0.00 0.53+0.00 88.84+0.00 | 26.92+0.00 0.70+0.00 80.96 +0.00
Drebin ALPHA 42.80+£2.62 0.49+0.04 67.87+2.54 | 13.92+0.07 0.63+0.02 89.52+0.04 | 28.74+1.35 0.83+0.09 79.11+0.74
200 HCC UNC 35.64+2.63 0.53+0.05 72.99+2.18 | 12.74+0.81 0.41+0.03 91.12+0.46 | 30.17 +3.13 1.17+0.19 76.86 £2.71
HCC ALPHA 34.85+3.72 0.45+0.01 73.58+3.27 | 13.01+1.46 0.44+0.02 90.85+0.90 | 26.41+1.20 1.14+0.07 79.51+0.74
HCC Pseudo Loss | 34.42+0.07 0.50+0.00 74.08+0.04 | 12.26 +0.29 0.40 +£0.04 91.45+0.12 | 29.81+1.19 1.15+0.19 77.27 +1.38
Drebin UNC 51.29£0.00 0.53+0.00 59.93+0.00 | 15.25%0.00 0.56+0.00 89.01£0.00 | 26.72%0.00 0.71%0.00 80.90  0.00
Drebin ALPHA 39.30 £2.18 0.79+0.05 69.20+1.90 | 14.65+0.24 0.61+0.02 89.20+0.17 | 26.71+£0.00 0.61+0.00 81.34 +0.00
400 HCC UNC 32.25+0.51 0.47+0.05 75.72+0.73 | 11.66 +0.77 0.40+0.03 91.81+0.44 | 27.79+1.43 1.05+0.16 78.99 +1.28
HCC ALPHA 31.99+3.33 0.48+0.05 7554+2.77 | 12.84+1.84 0.41+0.01 91.06+1.06 | 24.14+1.88 1.01+0.12 81.47+0.78
HCC Pseudo Loss | 32.08 £0.01 0.45+0.00 76.02+0.01 | 10.83 +0.14 0.38+0.02 92.35+0.13 | 27.03+2.08 1.08+0.09 79.36 +1.12

Table 1: Stability (mean + std) comparison of all strategies on all benchmarks. Note that under the Drebin feature, SVM UNC
doesn’t have any randomness, and ALPHA is also deterministic when hyperparameter tuning chooses a ratio of 0.0. Blue marks
the best mean values under Drebin feature and red marks those under HCC.

baseline. In contrast, the APIGraph clusters remain stable, with lit-
tle separation between methods. In the HCC feature space (Fig. 4b),
the embedding compresses the observed drift, particularly reduc-
ing support-level variation in AndroZoo. Despite this effect, the
overall trend persists: performance improvements still scale with
drift magnitude, and ALPHA maintains more significant and stable
gains compared to UNC and Pseudo Loss.

Taken together, these results address RQ1 from two complemen-
tary perspectives. First, our drift metrics accurately capture

the differences in distribution shift across benchmarks. Var-
ious drift magnitudes across benchmarks result in differences in
baseline performance, and our drift metrics reflect this relationship.
In Apigraph, the baseline detector performs well, consistent with
the minimal drift indicated by both metrics. In contrast, Androzoo
exhibits substantially higher drift, accompanied by greater baseline
degradation. The finding shows that our metrics capture meaning-
ful drifts in AndroZoo and reveals the suitability of this benchmark
for evaluating drift-aware methods. Second, the results indicate
that ALPHA exhibits stronger robustness to distribution shift
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compared with other methods. When the drift is small, different
approaches perform similarly. In contrast, under substantial drift,
ALPHA achieves the greatest performance gains, demonstrating its
particular strength in high-shift scenarios.

4.3 ROQ2: Effectiveness of ALPHA

Section 4.2 reveals varying degrees of distribution shift across
benchmarks, motivating our second question: how does ALPHA
perform under different levels of drift? To answer this, we
compare ALPHA with competitors across three benchmarks (An-
droZoo, APIGraph, and APIGraph-year) and two embedding spaces
(Drebin and HCC) under four budgets, following [9]. Since API-
Graph exhibits relatively low drift and is less suitable for evaluating
drift-aware methods, we additionally construct APIGraph-year by
increasing the time window to 12 months. Table 1 reports the mean
and standard deviation of FNR, FPR, and F1 (in %) for each budget
across five runs. The key observations are as follows:

In AndroZoo and APIGraph-year, with substantial distribu-
tion drift, ALPHA achieves the best F1 performance in most cases
in both Drebin and HCC features. The advantage is especially pro-
nounced with small budgets (50, 100), where ALPHA improves F1
by 0.13 for Drebin over the second-best method. Additionally, AL-
PHA consistently lowers FNR across all budgets, with reductions
exceeding 0.12 in the Drebin space. In the lower-drift benchmark
APIGraph, the top-ranked method varies across budgets and met-
rics, and the F1 differences among the best and worst methods
are generally within 0.01. Regarding stability, ALPHA’s variance is
comparable to other baselines in APIGraph and APIGraph-year. In
AndroZoo, ALPHA allocates more budget to the first stage, resulting
in slightly higher variance than in the other datasets.

To complement Table 1, Appendix C presents the monthly per-
formance of all strategies for AndroZoo and APIGraph with both
feature embeddings with a budget of 200. Across time, ALPHA
begins to outperform baselines at different speeds depending on
the drift pattern in the dataset: rapidly under strong drift, as in
AndroZoo, and more gradually under mild drift, as in APIGraph.

Interestingly, while HCC performs strongly on AndroZoo and
APIGraph, it achieves lower F1 than Drebin on APIGraph-year.
This may be due to the fact that contrastive representations are
better aligned with gradual drift, whereas the year-level aggrega-
tion introduces more abrupt shifts. Despite this, ALPHA remains
effective on APIGraph-year under both feature spaces, indicating
its adaptability to different representations and drift patterns.

Overall, across benchmarks, embedding spaces, and evaluation
settings, ALPHA consistently achieves competitive performance
compared with existing methods. Its advantage becomes more pro-
nounced under stronger distribution shift or limited labeling bud-
gets, while remaining comparable to the best alternatives in low-
drift settings, suggesting its potential applicability in real-world
scenarios, where distribution shifts can be larger and more complex.

4.4 RQ3: Computational Overhead

To evaluate the efficiency and practical overhead of ALPHA,
we analyze its computational cost from two perspectives, the over-
head of the selection stage and the end-to-end runtime of the full
pipeline. We report three metrics: runtime, maximum CPU memory
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usage (RSS), and peak GPU memory. Runtime is measured using
wall-clock time to capture both CPU and GPU execution. All mea-
surements are performed on the same server equipped with an
NVIDIA H100 GPU. To ensure fair comparison across methods,
we fix the GPU device for each run and limit the number of CPU
threads used by OpenMP and BLAS libraries.

APIGraph-year

Budget | Criterion } Time/iter 5) _CPURSS (GB) _ GPU peak (GB)

UNC 0.10 2.76 0.82

50 ALPHA 98.41 3.31 0.85
Pseudo Loss 297.02 29.82 2.13

UNC 0.10 2.70 0.82

100 ALPHA 98.09 3.31 0.85
Pseudo Loss 284.59 29.83 2.13

UNC 0.10 2.76 0.82

200 ALPHA 10.65 3.27 0.85
Pseudo Loss 286.52 29.83 2.13

UNC 0.10 2.77 0.82

400 ALPHA 10.81 3.28 0.85
Pseudo Loss 328.24 28.99 2.13

Table 2: Selection-stage runtime on the HCC feature space.

4.4.1 Selection-Stage Overhead. Table 2 reports selection-stage
costs on APIGraph-year under different budgets and criteria on the
HCC feature space (Drebin in Appendix E). We use APIGraph-year
as it has the largest per-iteration sample size, providing a more
representative evaluation of selection-stage overhead. The reported
cost for the selection stage is averaged over all iterations on the full
dataset. ALPHA consists of three components. The disagreement
cost is comparable to UNC, while reweighting introduces only a
small overhead (around 10s). The remaining cost mainly comes
from the OOS stage, which includes PCA, KDE, and clustering.
Among these, KDE dominates the runtime as it is fitted on the
updated training set and scales with the budget, whereas clustering
operates on a small subset and PCA remains fixed. At B = 200
and 400, the runtime drops significantly because the entire budget
is allocated to disagreement, skipping the OOS stage. To assess
scalability, we further evaluate larger budgets. Even with B = 400
and 80% allocated to OOS, the selection-stage runtime remains
modest (107.18s), comparable to smaller-budget settings.

Overall, UNC is the most efficient strategy, with negligible run-
time and low memory usage. ALPHA incurs additional overhead
but remains significantly more efficient than Pseudo Loss. On HCC,
it is typically 3-30x faster and uses 8-10x less CPU memory. The
high cost of Pseudo Loss mainly stems from repeated model eval-
uations and KD-tree queries, suggesting that ALPHA provides a
better efficiency—performance trade-off.

4.4.2 End-to-end Runtime. We evaluate end-to-end runtime on
APIGraph-Year (5 iterations) and APIGraph (60 iterations) on the
HCC feature space, with ratio = 0.8 for ALPHA. Fig. 5 shows
UNC is the most efficient, while ALPHA is consistently faster than
Pseudo Loss. The gap between ALPHA and Pseudo Loss increases
on APIGraph-year, where selection-stage overhead constitutes a
larger fraction of the pipeline, but decreases on APIGraph as costs
are amortized over more iterations with smaller per-iteration work-
load. This also indicates that the difference in selection-stage cost
between ALPHA and Pseudo Loss becomes less pronounced in the



ASIA CCS 26, June 1-5, 2026, Bangalore, India

[N UNC [ ALPHA [ Pseudo Loss

2.4h

Q 3h 1.8h
E 15h
§ 30.6m
& 30m 0 26.5m
‘g 13.1m
n
Q
)
2 22m
m

Im

APIGraph APIGraph-year

Benchmark

Figure 5: End-to-end Runtime Cost on APIGraph and
APIGraph-year (budget 200)

end-to-end pipeline when the iteration size is small. Despite 60
iterations, ALPHA'’s total runtime remains modest (1.8h), indicating
good scalability in practice. Overall, although UNC is more efficient,
ALPHA’s significant gains justify its manageable overhead. ALPHA
also proves more practical than Pseudo Loss, offering comparable
F1 with substantially lower runtime.

4.5 ROQ4: Ablation Study

To evaluate the contribution of each component in ALPHA, and its
sensitivity to hyperparameters, we conduct two ablation studies.

4.5.1 Structural Ablation. We evaluate three variants by removing
one stage at a time: No-OOS, removing the unseen-family selection
stage; No-DIS, removing the variant-instability stage; No-DIV, re-
moving the imbalanced-family reweighting stage. Table 3 reports all
three variants across feature spaces on AndroZoo (similar results
on APIGraph are documented in Appendix D).

For Drebin, ALPHA outperforms all variants in F1 and FNR,
with a mild FPR compromise. Removing the first or the last signal
(No-OOS, No-DIV) causes clear degradation. With No-DIV, F1 drops
by up to 17.05 points. These trends indicate that both unseen-family
selection and imbalanced-family reweighting play significant roles
in ALPHA’s effectiveness, particularly in high-drift settings like
AndroZoo, where selection signals tend to have greater impact.
For HCC, ALPHA performs strongest at small budgets; removing
any signal increases FNR by 2%-3% points. At larger budgets (e.g.,
400), No-DIV slightly outperforms ALPHA as imbalanced-family
reweighting becomes less critical once malware families are ex-
tensively labeled. Regardless of these, reweighting remains most
effective with small budgets and substantial imbalance.

The structural ablation shows that all three signals contribute
significantly to ALPHA, particularly at low budgets, with the full
strategy yielding the best overall performance.

4.5.2  Sensitivity Analysis Results. To evaluate how sensitive AL-
PHA is to key design choices, Table 4 reports the results across
varying configurations of PCA dimension (d), KDE bandwidth (),
and neighborhood size (k). The interaction between d and h is cen-
tral to our OOS-selection signal. For Drebin, the theory-guided
default configuration (see Appendix B) marginally outperforms
alternative combinations of h, d. This result proves the reliability of
the theoretical bounds for high-dimensional sparse feature space.
Regarding HCC, performance exhibits minimal variance across
(h, d) pairs. We adopt the default configuration, even though it is
slightly outperformed, as it consistently captures HCC’s compact
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Drebin HCC
Budget Model Avg. Metrics (%) Avg. Metrics (%)
FNR  FPR F1 FNR  FPR F1
ALPHA | 4438 0.77 6574 | 36.97 054 7130
50 No-OOS | 57.40 0.40 5473 | 39.88 0.65 69.14
No-DIS 4525 0.65 64.89 | 40.37 0.59 68.56
No-DIV | 61.71 0.50 49.60 | 3833 0.55 70.37
ALPHA | 3997 0.77 69.04 | 3487 046 73.61
100 No-OOS | 53.06 0.45 5873 | 3543 0.66 72.46
No-DIS 4126 074 68.12 | 39.10 0.44 70.28
No-DIV | 59.72 047 51.99 | 36.37 0.53 7241
ALPHA | 4029 043 7059 | 31.03 045 76.83
200 No-OOS | 4590 041 6525 | 31.82 0.63 7553
No-DIS 40.80 0.63 69.03 | 33.05 049 74.60
No-DIV | 56.86 0.49 5495 | 29.29 0.53 77.64
ALPHA | 3835 0.78 70.23 | 3042 047 77.06
400 No-OOS | 44.88 053 6495 | 3091 057 76.40
No-DIS 40.61  0.60 69.36 | 30.19 0.54 76.81
No-DIV | 5254 0.54 58.63 | 29.97 044 77.59

Table 3: Structural Ablation with both features (AndroZoo).

Variant Config Drebin (D) HCC (H)
F1(%) FNR (%) FPR (%) F1(%) FNR(%) FPR (%)
Baseline default 68.90 41.72 0.44 74.11 34.30 0.45
0.1 67.41 4290 0.50 74.89 32.64 0.55
bandwidth (h) 0.2 68.04 42.70 0.50 74.67 33.03 0.47
1.0 60.90 50.36 0.41 74.59 33.45 0.59
PCA-dim (d) 10(D)/3 (H) 66.68 4422 048 75.79 3143 0.66

20(D)/7(H) 61.19 5044  0.46 7505 3226 0.71

70.79  40.43 0.44 76.13 31.34 0.50

. 2
#neighbors (k) |, 68.26 4197  0.59 73.95 33.96 047

Table 4: Hyperparameter Sensitivity (AndroZoo, budget 200),
Appendix B reports the default configuration.

manifold across all budgets while enabling the fastest KDE compu-
tation. Although exhaustive hyperparameter search for different
budgets could yield marginal gains, the high computational cost of
such tuning is rarely justified given ALPHA’s inherent robustness
to these hyperparameters. Across both feature spaces, varying the
neighborhood size in the reweighting stage has a negligible impact.
This robustness simplifies ALPHA’s configuration and supports
reliable deployment under varying local family densities.

4.6 Case Study

To examine whether each signal in ALPHA captures its targeted
drift, we construct a challenging under-sampled setting on APIGraph-
year with HCC embeddings by enforcing unseen families to consti-
tute > 20% of each validation and test year. To introduce variant-
level drift among the remaining seen families, we train a base
detector on Drebin features and under-sample correctly predicted
test apps, resulting in around 60% of seen-family malware being
misclassified. Though APIGraph originally maintains an unrealistic
stable malicious-to-benign ratio (around 1:9), these under-sampling
steps introduce noticeable spatial drift across malware families.

The following sections analyze how ALPHA’s three components
behave on this challenging benchmark, focusing on unseen-family
selection (Section 4.6.1), variant-instability selection (Section 4.6.2),
and imbalanced-family reweighting (Section 4.6.3).

4.6.1 Support Drift & Unseen Family. To evaluate whether the OOS
signal captures unseen families, we compare OOS rates between
unseen and seen samples. The yearly OOS rate is defined as the
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Figure 6: Year-wise OOS rates for unseen and seen sample.
Shaded regions denote 95% confidence intervals.

fraction of test apps whose estimated density falls below the thresh-
old given in Section 3.2, computed over both malware and benign
apps to reflect the full test distribution. We apply a two-sample
proportion test to compare unseen and seen OOS rates, reporting
95% confidence intervals in Fig. 6. Across all years, unseen samples
consistently exhibit higher OOS rates than seen, with gaps ranging
from 0.32 to 0.48, indicating that the OOS term effectively prior-
itizes samples from previously unseen families or functionalities.

4.6.2 Disagreement & Variant Instability. To validate that the dis-
agreement signal captures variant-level drift, we analyze the se-
lected samples and their relation to distribution changes in the test
set. Most samples selected at this stage were already flagged as OOS
but remained unlabeled due to limited budget, whether they belong
to unseen families or not. This reveals two key observations:

First, support drift is not exclusive to unseen families. Due to sub-
stantial intra-family diversity in Android malware, samples from
seen families may also fall outside the learned support [23, 49].
Besides, as the OOS threshold 7 is derived as an upper bound:
|[)€fam(x) - pffain (x)] < 7, the condition [Jffam(x) < 7 only makes
pffain (x) < ﬁffam(x) + 7 < 27, rather than pffam(x) = 0. Hence, the
OOS set inevitably includes some low-density samples from seen
families. Despite this, Section 4.6.1 shows that OOS rates remain
significantly higher for unseen families, indicating that the first
stage still aligns well with unseen-family drift. Second, although
disagreement-selected samples largely overlap with OOS candi-
dates, they follow a different selection principle: OOS emphasizes
coverage via cluster centroids, while disagreement ranks samples
by prediction inconsistency. As a result, different budget allocations
lead to different labeled subsets and downstream performance.

To further illustrate the disagreement signal, we examine sam-
ples from the lockscreen family (first observed in 2015). Table 5
shows the 2016 samples, with features provided in Appendix F.
Although these samples exhibit only minor structural differences,
their predictions, densities, and disagreement scores vary signif-
icantly. For instance, Sample 1440 differ from sample 1363 by a
single additional feature x5t = android.media.mediaplayer.start,
which is strongly associated with benign behavior in the training
data (Pr(malware | xsart = 1) = 0.0088). Sample 1363 is selected
due to high disagreement and labeled, while 1440 is initially pre-
dicted as benign with lower disagreement. After incorporating 1363,
1440 becomes correctly classified, suggesting that labeling one rep-
resentative variant helps the model generalize to similar samples.
This illustrates that disagreement identifies weak variants whose
correction benefits nearby samples in feature space.
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Idx Density OOS OOSsel. Dis. Dis sel Pried.
Before After
115 0.0004 1 0 0.4680 0 1 1
140 0.5697 0 0 0.2655 0 0 0
912 0.0603 1 0 0.2943 0 0 0
1363 0.0006 1 0 0.4751 1 0 1
1440 0.0049 1 0 0.3099 0 0 1

Table 5: Samples of lockscreen in 2016. Idx: sample index;
Density: KDE density . (-); 00S: flagged as out-of-support
or not; OOS sel.: selected in the OOS stage or not; Dis.: dis-
agreement score; Dis sel.: selected in the disagreement stage
or not Pred. before/after: predicted label before/after adapta-
tion.

4.6.3 Divergence & Imbalanced Malware Family. To verify the effect
of the reweighting stage, we compare the malware-family distri-
bution of the updated training set with that of the test set. For
each malware family shared between the training and test sets, we
compute its normalized proportion among all malware.

To quantify alignment over time, we track yearly family-level
discrepancy using mean absolute deviation (MAD) and root-mean-
square error (RMSE) in Table 6, where Arqin, Areeighs» and Aarpra
denote the discrepancies between the test distribution and the orig-
inal training set, the reweighting-only set, and the full-ALPHA-
updated set, respectively. Table 6 shows that both ALPHA and
Reweight reduce mismatch across all years, with larger improve-
ments under stronger drift. In 2018, MAD decreases from 0.205
(Atrain) 10 0.158 (Areryeighs) and further to 0.113 (Aarpra), with sim-
ilar trends in RMSE. A detailed case study on 2018 (Appendix G)
further shows that ALPHA produces smaller family-level gaps than
reweighting alone, particularly for high-drift families.

These results suggest that reweighting aligns the training distri-
bution with the test, while ALPHA'’s coarse-to-fine structure further
improves alignment by focusing reweighting on family-level imbal-
ance after filtering unseen families and unstable variants.

MAD RMSE
Atrain Are weight AALPHA Az‘rain Are weight AALPHA
2014 | 0.035 0.030 0.027 0.066 0.044 0.041
2015 | 0.046 0.043 0.031 0.080 0.059 0.042
2016 | 0.042 0.041 0.025 0.077 0.058 0.037
2017 | 0.088 0.070 0.044 0.155 0.113 0.075
2018 | 0.205 0.158 0.113 0.308 0.225 0.148

Table 6: Yearly family-ratio discrepancy (MAD & RMSE). Aqyig:
discrepancy of original train/test; Areweight: discrepancy after
reweight-only update; Aarpra: discrepancy after full ALPHA
update. Lower values mean closer alignment.

Year

5 Related Work

Drift Adaptation Theory. While our work builds on the PAC-
Bayes framework in Section 2, prior work offers alternative theoreti-
cal perspectives on domain adaptation. Early foundational work [8]
establishes bounds based on the VC-dimension and the HAH-
divergence, proving that adaptation is limited by the divergence
between marginal distributions. Mansour et al. [25] introduce the
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discrepancy distance, extending generalization guarantees beyond
the binary classification setting. Recently, Cortes et al. [11] work on
minimizing the discrepancy between train and test distribution by
formulating domain adaptation as convex optimization problems
to derive tighter generalization bounds. Prior work also addresses
samples outside the training support. Netanyahu et al. [29] propose
a bilinear transduction framework that bounds generalization un-
der a linear reconstructibility assumption. While suitable for fixed
dynamics, this assumption often fails in malware detection due to
adversarially driven distribution shifts.

Drift in Malware Detection. Malware detection operates in an
evolving ecosystem where performance degrades over time, and a
common mitigation is to reject out-of-distribution samples. Tran-
scend [19] and Transcendent [7] use conformal prediction to defer
uncertain inputs for manual review, while CADE [45] identifies
drifting samples via contrastive learning and distance-based outlier
detection. Moving beyond rejection, other works update models
using newly labeled data. MADAR [33] proposes distribution-aware
replay to preserve heterogeneous malware patterns, while HCC [9]
employs hierarchical contrastive learning with loss-based sample
selection. DREAM [17] further incorporates concept-level explana-
tions from human experts into adaptation, enabling joint refinement
of labels and behavioral concepts. To reduce human labeling ef-
forts, DroidEvolver [44] adopts pseudo-label-based self-training to
update models without manual supervision. DroidEvolver++ [20]
identifies its susceptibility to error accumulation and proposes re-
finements to improve stability, but performance degradation under
distribution shifts persists. In general, those approaches mainly
focus on empirical performance rather than explicitly modeling
distribution shifts with theoretical support.

Existing work includes both general-purpose [7, 19, 33, 45] and
Android-specific designs [9, 17, 20, 44]. Similar drift patterns appear
in both PE and Android malware. However, in PE malware, pack-
ing and obfuscation often dominate representation variability [42],
causing semantically similar samples to be far apart in feature space.
This highlights the Android-specific nature of ALPHA’s feature-
space stability assumption and suggests that its effectiveness on PE
malware depends on the robustness of representations.

6 Discussion and Limitations

While ALPHA seamlessly integrates into active learning (AL) pipelines
for Android malware detection, its real-world deployment still
raises several concerns:

Scope of Generality. First, while PAC-Bayesian theory provides
general guarantees under distribution shift, its decomposition is
domain-specific. ALPHA is designed based on observed evolution
patterns in Android malware [7, 31], and may transfer to other do-
mains with similar shifts after minor adaptation. Second, although
ALPHA can operate on different feature spaces, its effectiveness
depends on representation quality. As shown in RQ1 (Section 4.2),
stronger representations may reduce the advantage of ALPHA over
simpler uncertainty-based methods. Finally, we use an SVM due
to its strong performance in Android malware detection [9, 17],
but ALPHA can be extended to other classifiers. For classifiers
whose posteriors cannot be well approximated by a normal dis-
tribution, bootstrapping can be used as an alternative [40, 43]. In
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our experiments (Appendix H), bootstrap estimates yield perfor-
mance comparable to or even slightly better than the closed-form
surrogate, at the cost of repeated model training.

Ability to Handle Non-stationary Drifts. In real-world deploy-
ment, drift may be abrupt and non-stationary, with shifting con-
tributions from support drift (emergence of new families) and dis-
agreement drift (evolution of known families). Currently, ALPHA
uses a budget ratio tuned on a small validation set to balance the
first two selection stages, which may become biased if the drift
characteristics during the validation months do not represent those
of the real environment. To address this, future work will explore
on-the-fly adaptation of the budget ratio, including periodic recali-
bration and the use of online algorithms to allocate the budget based
on the real-time performance of each signal. By transitioning to a
more reactive budget policy, ALPHA can maintain its advantage in
more realistic scenarios.

Robustness to Label Noise. Label noise can affect AL methods in
general, including uncertainty baselines, by biasing both sample
selection and model updates. ALPHA shares this sensitivity, but
its multi-stage design may introduce additional considerations:
errors from earlier stages, like the clustering-based OOS stage,
may propagate and influence downstream decisions. To improve
robustness in the first stage, one possibility is to make the OOS
clustering more stable under noise, for example by replacing k-
means with k-medoids for representative selection or using robust
KDE [21] for density estimation. These approaches may help when
mislabeled samples appear as outliers, but may be less effective
when they lie within high-density regions. To further mitigate
label noise in the AL loop, replacing hard labels with robust labels
that reflect label uncertainty is an interesting orientation [36]. In
practice, this can be achieved by aggregating multiple antivirus
reports (e.g., via AVClass), or by querying multiple instances within
a cluster rather than relying on a single point.

7 Conclusion

We propose ALPHA, an active learning framework guided by the
PAC-Bayes bound to mitigate distribution shift in Android malware
detection. We decompose the bound into three distinct Android-
specific drift signals and translate distribution-level principles into
instance-level sampling criteria. We also introduce two drift metrics
and show that benchmarks such as APIGraph exhibit limited drift to
reliably evaluate drift-aware methods. Extensive experiments show
that ALPHA outperforms baselines across the evaluated metrics
and embeddings, particularly in high-drift, low-budget settings.
Ablation studies validate that each theoretically grounded signal is
significant to robust detection.
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A Derivation of the Adaptive Threshold

In this section, we provide the formal derivation for the adaptive
threshold to flag OOS samples. We rely on standard results from non-
parametric density estimation to bound the deviation between the
Kernel Density Estimator (KDE) and the true marginal distribution.

LemMA A.1. (Uniform Convergence of KDE). Let pX . be the
kernel density estimator defined on the training set Siain of size n,
with bandwidth h > 0 and kernel K. Assume the true marginal
densitypffain satisfies ||p€r(ain||m < ¢ and ||V2pt)§am||Oo < ¢y. Assume
the kernel moments satisfy/yzK(y) dy < px andez(y) dy < o2,

Then, with probability at least 1 — §/2 over the drawing of Siain,
the supremum deviation is bounded with:

. [cilog(2/8) 1
A = sup |pffain(x) —pffain (x)| < o] 2 nghd + Ecszhz.
X

ProoF. The estimation error of the KDE at any point x can be
decomposed into a variance term and a bias term:

|p€r(ain(x) - pt)r(ain (x)| = |ﬁt)r(ain (x) - E[ﬁt)r(ain(x)” + |E[p€r(ain(x)] - pt)r(ain (x)| :

Variance Bias

Following standard results in non-parametric density estima-
tion [15], the bias can be bounded using the Taylor expansion of
pffain and the Hessian bound c;, yielding %cszhz. The variance
term is bounded using the Bernstein concentration inequalities.
With probability at least 1 — §/2, the following bound holds uni-
formly for all x:

R cilog(2/6) 1
S0P [P0 () = P ()] < 0y T T+ Seapch?. ()

]

THEOREM A.2. (Upper Bound on OOS Risk). Taking the thresh-

oldt = og+ / Clk:;gh# + %czyKhz, given the conditions in Lemma A.1,

with probability at least 1 — 8, the probability of a test sample x falling
outside the support of the training distribution is bounded by:

1 A log(2/5)
Prpx (x #supp(DY)) S — D0 Ui (x) <)+ :

2m
X E€Stest

Proor. For x ~ DX

X » we decompose Pr (x ¢ supp (Z)t)fam)) as:

PrxNDt)e(st({x 2 Supp(Dt)r(ain)})

= Prx~Dt)§Sl (pfr(ain(x) = 0)
< PrxNDt)e(st (ﬁt)r(ain(x) < T) + ]PXNDt)e(st (|p§ain(x) - ﬁt)r(ain(x)| = T)‘

The second term represents the failure event of the KDE approxima-
tion. By Lemma A.1, with probability at least 1 — §/2, the maximum
deviation is bounded by 7. Under this event, the second term van-
ishes, as |p§ain(x) - ﬁgfam(x)I < t for all x.

We are thus left with the first term. Since we cannot compute the
true probability Pr (ﬁffam (x) < 1), we estimate it using the empirical
test set Stest Of size m. By the Hoeffding inequality, with probability
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at least 1 — §/2 over the drawing of Stest:

b ! 5 [log(2/5)
Prx~z)t)e(st (pt)fain(x) < T) < E Z l{pgﬁain(x) < T} + T

X EStest
®)
Applying union bound over the event in Lemma A.1 (w.p. §/2) and
Eq. 8 (w.p. §/2) gives the result with confidence 1 — 6. O

B Choice of Hyperparameters

This section reports the default hyperparameter settings used for
the evaluation results in Table 1 and Table 4, along with the justifi-
cation for the specific choices.

Besides the budget allocation ratio between the OOS and dis-
agreement selection stage, which is finetuned on the validation split
(see Section 4.1.4), we fixed the following hyperparameters for the
evaluation: (i) regularization strength C for the SVM classifier
used in UNC and ALPHA; (i) KDE bandwidth h and PCA dimen-
sion d in the OOS-selection stage of ALPHA; (iii) neighborhood
size k in the reweighting stage of ALPHA.

SVM Regularization Strength. For UNC and ALPHA, we adopt a
consistent regularization strength across budgets: C = 0.1 for An-
droZoo and C = 0.01 for APIGraph and APIGraph-year, following
the recommendation in [9].

Density Estimation h, d. The KDE bandwidth (k) and PCA di-
mension (d) are specific to the ALPHA framework. We adopt a
standard bandwidth choice of h = 0.5 and set the PCA dimension
to d = 15 for the Drebin feature and d = 1 for the HCC feature. This
selection is guided by Lemma A.1, which suggests that to minimize
the gap between the estimated and true densities of the training
distribution, h? should be greater than the inverse of the sample
size. This gives us a theoretical upper bound for the PCA dimen-
sion, i.e., d < 15. Within this theoretically sound range, a lower
dimension is selected for the HCC representation (d = 1) than for
Drebin (d = 15) to account for its more compact manifold structure,
enabling effective density estimation with fewer components. As
shown in the sensitivity analysis (Table 4), the variances of these
two hyperparameters have small impact on ALPHA’s performance,
demonstrating that ALPHA remains robust as long as h? stays
within the derived safe range.

Reweighting k. The neighborhood size k is also unique to ALPHA.
We use the advised default setting k = 5 from the Adapt library.
Similar to h and d, varying k also has a negligible impact on the
performance of ALPHA. Therefore, extensive fine-tuning of these
parameters is unnecessary for maintaining ALPHA’s effectiveness
across diverse feature spaces and datasets.

Competitor Settings. For HCC [9], we do not perform additional
fine-tuning. To ensure a fair comparison, we strictly adopt the
hyperparameter configurations recommended in the original work.



ALPHA: Active Learning with PAC-Bayesian Theory for Android Malware Detection

C Monthly Results on Two Benchmarks
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Figure 7: The performance of different selection and update
strategies across two benchmarks and two embedding feature
spaces. With Drebin features, ALPHA consistently outper-
forms the uncertainty-based sampling method regarding all
metrics. Notably, in terms of FPR, its advantage begins to
accumulate as time progresses. With HCC features, all mod-
els perform comparably, though ALPHA gradually gains an
advantage against the others over time.
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D Structural Ablation Analysis on APIGraph

Drebin HCC
Budget Model Avg. Metrics (%) Avg. Metrics (%)
FNR  FPR F1 FNR  FPR F1
ALPHA 1635 0.74 8756 | 1580 045 89.18
50 No-OOS | 1635 0.74 87.56 | 14.38 0.52 89.75
No-DIS 19.69 093 8474 | 1573 0.52  88.88
No-DIV 19.46 0.57 8638 | 1630 047  88.77
ALPHA 14.63 0.70 88.77 | 1449 039  90.23
100 No-OOS | 16.04 0.59 8835 | 13.10 0.50  90.57
No-DIS 17.68 0.77 86.58 | 14.22 048 89.98
No-DIV 16.52 0.53 8834 | 1447 040 90.19
ALPHA 14.00 0.61 8952 | 11.17 040 92.10
200 No-OOS | 1530 0.55 88.97 | 13.34 0.42 90.77
No-DIS 18.10 0.66  86.81 | 10.62 043  92.26
No-DIV 1595 0.51 8876 | 13.20 0.41  90.90
ALPHA 13.66 0.60 89.74 | 12.22 042 9141
400 No-OOS | 13.66 0.60 89.74 | 10.05 0.50  92.29
No-DIS 17.80  0.65 87.05 | 10.86 0.46  92.00
No-DIV 15.06 0.55 89.13 | 11.01 043  92.06

Table 7: Structural Ablation Study on APIGraph. Compared
to improvements on AndroZoo, improvements are still posi-
tive, but marginal. In particular, with the Drebin feature, at
budgets 50 and 400, ALPHA matches No-OOS, as the budget-
ratio adapter selects a ratio of 0 via validation, turning off the
unseen-family signal. This weaker dependence on individual
components is consistent with APIGraph’s minimal drift.

E Drebin Selection-stage Runtime

N APIGraph-year
Budget | Criterion -~y b Res () GPU peak (GB)
50 UNC 48.60 1.83 -
ALPHA 475.97 2.10 -
100 UNC 52.38 1.72 -
ALPHA 64.44 1.85 -
200 UNC 54.48 1.84 -
ALPHA 503.33 2.10 -
400 UNC 61.32 1.75 -
ALPHA 76.47 1.79 -

Table 8: Selection-stage runtime on the Drebin feature space
(CPU-only training and inference).

The results show that UNC maintains stable and low runtime across
all budgets, with only a slight increase as the budget grows while
ALPHA exhibits notably higher runtime, aligning with the expecta-
tions. In terms of memory usage, both methods have similar CPU
memory usage, with ALPHA incurring only a modest increase. No
GPU memory is used under the CPU-only setting.



ASIA CCS 26, June 1-5, 2026, Bangalore, India

F Feature-Level Comparison of lockscreen
Variants

Listing 1 Common malicious feature subset shared by all
lockscreen variants listed in Table 5.

# shared features
android.permission.receive_boot_completed
landroid/content/context.getsystemservice
ljava/lang/runtime;->exec
landroid/content/pm/packagemanager.getpackageinfo
android.intent.action.main
android.intent.action.boot_completed

Listing 2 Remaining features of Sample 1363 in 2016

android.permission.system_alert_window
android.permission.mount_unmount_filesystems
android.permission.internet
android.permission.access_network_state
android.permission.write_external_storage
landroid/app/application.getsystemservice
android.app.action.device_admin_enabled
android.permission.send_sms

Listing 3 Remaining features of Sample 1440 in 2016

android.permission.system_alert_window
android.permission.mount_unmount_filesystems
android.permission.internet
android.permission.access_network_state
android.permission.write_external_storage
landroid/app/application.getsystemservice
android.app.action.device_admin_enabled
android.permission.send_sms

# The only feature that differs from Sample 1363.
android.media.mediaplayer.start

Listing 4 Remaining features of Sample 140 in 2016

android.permission.get_tasks
android.permission.kill_background_processes
android.permission.access_wifi_state
android.permission.get_tasks
android.permission.change_wifi_state
android.net.wifi.state_change
android.app.activitymanager.killbackgroundprocesses
android.net.conn.connectivity_change
android.permission.wake_lock

mainactivity
android.net.wifi.wifi_state_changed

G Imbalanced Family in 2018

Table 9 reports family-level ratios in 2018, where spatial drift is
largest relative to the 2012 training distribution. We compare four
settings: original training (Train), reweighting only (Reweight),
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Family Train Reweight ALPHA  Test A

adware 0.6742 0.5093 0.2523  0.0194 0.2570
leadbolt 0.0395 0.1221 0.0230  0.0097 0.0991
execdownload 0.0180 0.0016 0.0737  0.0388 0.0024
dnotua 0.0023 0.0441 0.0465 0.0388 -0.0024
smsreg 0.0643 0.2051 0.2026  0.3981 -0.0025
opfake 0.1669 0.1179 0.2021 0.0097 -0.0842

Table 9: Comparison of family-level ratios for 2018.

the full ALPHA update (ALPHA), and the test set (Test). A mea-
sures the additional reduction in train-test mismatch achieved by
ALPHA over reweighting alone. Both ALPHA and Reweight move
the training distribution toward the test distribution, but ALPHA
yields smaller family-level gaps, particularly for high-drift families
(e.g., adware), indicating that reweighting is more effective after
filtering unseen families and unstable variants.

H Bootstrap

Table 10: Bootstrap Disagreement vs. Closed-form (Androzoo,
Budget=200).

Metric Drebin HCC
Closed-form  Bootstrap Closed-form  Bootstrap
F1 (%) 70.59 70.59 74.77 75.85
FNR (%) 40.29 36.96 33.44 32.06
FPR (%) 0.43 0.98 0.45 0.52

Bootstrap disagreement is computed by training multiple classifiers
(n=20) and measuring the disagreement for each sample as the sum
of pairwise disagreements among classifier outputs. As shown in
Table 10, across feature spaces, the closed-form solution achieves
performance close to the bootstrap estimate, while the latter incurs
substantially higher computational cost due to repeated model
training.
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